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Mpunoxxenwue 1

1. MepeueHb [poaykTOB NO KaTeropmam

«LUundppoBoe

pabouee mecto», «<MHPppacTpykTypa» u «CepBucCbi»

Kareropusa MNpopaykra

ALDPro, RuPost,
Workspad
= Alt Linux Desktop
= RedOs Desktop, RedAdm
= Bce npogyktbl P7
» Bce npoayktbl MonOduc
= Bce npoayKThbl
MNonnmatumka
= Bce npoayktbl 1360
= VK Teams, VK Workspace

= Sberlazz
= eXpress Standard
= eXpress Enterprise

BUpTyanmsauymm “bpect”, VDI

Termidesk, CPK RuBackup,
CYB/, Tantor, PostgreSQL
“Tantop”, DClmanager,
Vmmanager, BlLLmanager
Alt Linux Server

RedOs Server

A.O6nako

Cloud.ru

VK Cloud

PostgresPro

Bce npogyktbl
CommunigatePro

Bce npoayktbl TrueConf

LindppoBoe pabouee mecto Nudpacrpykrypa CepBuCbI
= [lpoaykTbl pynna Actpa: » [IpoaykTbl [pynna Actpa: » [Ipembep CepBuChbl
- Actpa Desktop, Astra ServerOS, cpeactsa CodTtnanH
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2. Tpoayktbl, Ha KoTopble pacnpoctpaHaerca [Mporpamma
MNMpeumywecTs TekyLiein pegakuum

2.1. MynbTnBeHAOpPHaA MHLUNAEHTHAA TEXHMYECKasa NoaaepiKkKa

Bengop MpoaykTbi

lpynna Actpa | OC, yctaHoBaeHHaa Ha PC nosb3oBarens:
» Astra Linux Special Edition

PeaCodt OC, ycraHoBneHHasa Ha PC nonb3oBatens:
* PeaOC Pabouas CraHuus

basanbTt OC, ycraHoBneHHasa Ha PC nosb3oBatens:
* AnbT Pabouasa CtaHuus
* AnbT Pabouas CraHuwms K

TrueConf * TrueConf Server
* TrueConf «/1nd nonb3oBartenen»

CommuniGate * [louTtoBbIN cepBep
Pro *  KnaneHt

Maker 1. MoiOdmc CTaHAapTHbIN )
Undpactpykrypa » [lpodeccrnoHanbHbIN
pa6bouunx mecrt * 3awuueHHoe Obnako
* YactHoe obnako

* [oura

* Mailion

» Squadus

p7 * KopnopatusHbini cepsep 2019 (PegakTopbl
P7-Odwuc, XpaHunuiie gokymeHTos, [ouTta
+ OpraHawnzep, KaneHgapb, KomaHga (BKC))

* KopnopatusHbin cepsep 2024 (PegakTopbl
P7-Odwuc, P7-Aunck, P7-Mouta +
OpraHawsep, P7-Kanengapsb, P7-KomaHaa
(BKO))

* Cepsep [JokymeHTOB

VK Workspace » VK WorkMail

* VK WorkDisk

* VK Teams

eXpress + eXpress Standard Edition

2.2. O6yueHue B Akagemum Softline

ObyueHune B pamkax lNporpammbl [NpenmyLLecTB 4OCTYNHO MO CIEAYHOLLUM BEHAOPAM:

e [pynna Actpa
e basasbr
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e PostgresPro

e MoinOodwuc
o P7
o PeaCodr

Mpalc AnCT ¢ NepeyHeM AOCTYMHbIX y4ebHbIX KYpCOB, Ha KOTOPbIE PacnpoCTPaHAeTCs AelCTBUE
Mporpammbl Mpenmyliects npueeaeH B MNMpuaoxeHumn 2.

2.3. [ Hu KOHCynbTauuu No npogykram u texHonoruam Pro or

Softline

Benpop

MpoaykTbl

Astra Linux (Bkatouas ALD PRO)

CpeactBa BUpTyanmsaummn «bpecr»

RuPost
Fpynna Actpa Tantor
Termidesk VDI
GitFlic
RuBackup
PeaCodpt PE/ OC (Bkntoyasa PEA AAM)
basanbt AnbT Pabouyas ctaHums n Cepsep (Bkaroyas AnbT [lomeH)
TrueConf TrueConf

CommuniGate Systems

CommuniGate Pro

MonOdwuc Squadus

MonOduc Mailion

MonOduc

MonOdwuc MNouta2

MonOduc YactHoe obnako
P7 P7 Oduc KopnopaTmBHbIv cepBep
Polymatica Polymatica Dashboards, Polymatica Analytics
PostgresPro PostgresPro

Yandex Cloud

Yandex Datalens

VK VK Teams
VK Mail
eXpress eXpress Standard

3. JononHuTenbHbIE NpPenMyLLeCTBa

3.1. FpanT Yandex Cloud

KnneHty moxeT b6bITb NpegocTaBieH [paHT Ha MPO6HbLIM NepUoA NCNob30BaHMA cepsmcoB Yandex
Cloud pna o3HakoMneHusi C X OYHKLMOHAAbHBIMU BO3MOXHOCTAMWU. BO3MOXHOCTb nosyyeHus
rpaHTa v npeaenbHble CPOKM €ro UCrnoib3oBaHma orpaHmumBarotca 31.12.2024 r. Pasmep paHTa n
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A/UTENBHOCTb MPOOHOro Mepuoja, Ha KOTOPbINM KAWEHT MoAy4yaeT AOCTYyn K naathopme AHAeKC
Ob6nako, oroBapmBaetca CTopoHamMun A0NOAHUTEeNbHO. [locTyn K naatdopme no MpaHTy MOXeET HbITb
BblJaH MO 3anpocy KAMEeHTa Mpu NpeaoCTaBAEHUN KOHTakTHOM WHPOpPMaLMUM U COOTBETCTBUM
KAMEHTa KpUTepusaM, ycTaHoBAeHHbIM [paBoobnasatenem n KomnaHuven. 1o okoHYaHUM pa3mepa
rpaHTa uan cpoka npobHoro nepuoga foctyn k cepeucam Yandex Cloud npuocraHaBansaetcs.

3.2. dmynauusa ¢uwmHroBoi atakm ot Infosecurity

KnneHTy MoOXeT 6biTb NpoBeAeHO TECTUPOBAHME YPOBHA YA3BUMOCTM COTPYAHMKOB KOMMAHWUW K
OVWMHIOBLIM aTakaM MyTeM 3Myaauun MNoJo6HOM PacCbIKM C MCMOAb30BaHWEM 0Ob6iauyHOM
nnatpopmbl Infosecurity Training Center. Pa3zoBas yuebHaa GMLLIMHIOBas ataka MOXET MPOBOANTLCA
Ha Bcex coTpyaHukoB KnveHTa 6e3 orpaHuMYeHus KOAMYecTBa TECTUPYEMbIX, CTPYKTypa aTaky Ha
ycMoTpeHume Softline.

Mo pe3ynbTataM TeCTUPOBaHNA KnneHt moxet NnoNy4YnTb:

e OTYET O pe3y/ibTaTax NPOBeAeHMs yuebHOM GULIMHIOBOW aTakw;

® MOHWMaHWeE, HACKONbKO ero COTPYAHWUKM Y3BUMbI K GULLNHFOBBLIM aTakawm;

e LIEHHYI TPEHUPOBKY AN Pa3BUTMSA HAaBbIKOB COTPYAHUKOB B 061aCT1 MHPOPMALIMOHHOMN
6e3onacHocTy;

e aprymeHTaLuIo ANs BblAeNeHns BroaXKeTa Ha NOoBbILIEeHNe OCBEAOMIEHHOCTU.

KpaTKoe TeXHn4yecKkoe onmcaHue:

Softline van ynonHomMouyeHHOE WM AULO HanpaBAfeT 3NEKTPOHHbIE MUCbMa, MMWUTUpPYLOLLME
onpeAeneHHbIn CEPBUC, Ha 3aZaHHYO Tpynny COTPYAHUKOB KoMnaHun KaveHta. Tematuka nucbma
nogbupaetca Softline ana Hambosblero NobyXAeHUs COTPYAHUKA K HEMEANEHHOW peakuuu.
OTtnpaBuTenem nucbMa yKasbiBaeTCsi JOMEH, MOXOXUIM Ha AOMEH OPUTMHANbHOIO MUCbMA, HO He
NAEHTUYHbBIA. B nnucbMax MOXeT cogep>kaTbCsi «PULLMHIOBas» ccblika. [epexos no GULNHIOBOM
CCblNKe BEAET Ha CTpaHuLy ¢ «dUWnHroBo» GopMor ans cbopa yuyeTHbIX AaHHbIX. [1o pe3ynbTaTtam
paccblnkn pukcMpytoTca GakTbl Nepexosa no ccblike 1 3anonHeHns Gopmbl. JaHHble, BBeAEHHbIE B
«dULLIMHTOBYO» GOPMY, He cObupatoTca U He JOCTYMNHbl HKU ans Softline nan ynoaHomoueHHOro nm
nua, HY ana KnneHta — dukcmpyeTcs Toabko GakT BBOAA AaHHbIX.

TectupoBaHme MOXeT 6bITb AocTyrnHo ana KnveHTtoB Softline Enterprise Agreement ogHOKpaTHO B
TeyeHne cpoka AeCTBUA MPeSIOXKeHMA NO 3anpocy.

Cpok aencteua npeanoxenusa go 30 anpens 2025 r.

3.3. FinOps koHcynbTauma ot Knayamacrep

Knaygmactep — FinOps-naatdopma ana ontummsaumm 3atpat Ha obnavHble cepBuchl. MNMaatdopma
nomoraeTt ynpaBisTb CTOMMOCTbIO Obnaka M MpeAoCTaBAseT PeKOMeHAALMU AN SKOHOMMUM Ha
OCHOBE MOHUTOPWHra notpebieHns pecypcos. MNMpumeHseTcs ana MHOPaCTPyKTypbl, paboTatoLen
Ha Yandex Cloud.

KntoueBbie BO3MOXXHOCTMU npoAaykTa:
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e KOHTponb 6OAXETOB: annokaumns 3aTpaT 1 Co3haHne OTYETOB MO NMPOeKTaM, KOMaHAaMm,
noapasgeneHnam n busHec-HanpasBaeHUAM;

e  MOHUWTOPUHI NCNO/NBb30BaHUA PEeCypPCOB: OTC/IEXMBAHME W KOHTPOb WCMOAb30BaHMA
BaLLMX 06naYHbIX PECYPCOB B PEXMME peasbHOro BPpEMEHY;

e [lonck 3abbiTbix OHBEKTOB: aBTOMATUYECKUA MOUCK 3abbITbiX BUPTYaNbHbIX MaLLWH,
AVCKOB, 06pa3oB 1 Apyrvx o6BbEKTOB;

e OtcnexmBaHune 3ombu-BM: obHapy>keHme 1 ycTpaHeHe HeMCnoab3yeMbIX BUPTYyaabHbIX
MaLLUWH, KOTOpble MPOA0/IKAKOT NOTPebaATb pecypchl;

e PekomeHpauMy NO ONTUMMU3ALMK: MPEfOCTaBAeHNE PeKOMeHAALMMA MO ONTUMM3aLLUK
ncnonb3zosaHua CPU, RAM, agnckoB n S3-xpaHuanuy;

e DJkoHOMMA Ha noanucke CVoS: po 15% 3koHomum Ha CPU un RAM 6narogapsa
pekoMeHaaumam no noanuncke CVoS (pesepsrpyemoe notpebieHue).

KnneHTty moryT 6bITb NpeAocTaBeHbI:

e TectoBas Bepcus FinOps-naatdopmbl Knayamacrep Ha 30 aHew;
e KoHcynbtauma Ha 30 MuHyT no BHeapeHuto FinOps.

MpeanoxeHnem moryT Bocnonb3oBaTbcst Bce KnmeHTbl Softline Enterprise Agreement ogHokpaTtHO B
TeyeHne CpoKa ero AencTBmsa No 3anpocy.

Cpok aencteua npeanoxerus go 30 anpens 2025 r.
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